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Section:    
Subject:    Social Security Number Privacy Polic
  
ty is required by the Michigan Social Security Number Privacy Act, Public Act 
L 445.81 et seq., (the “act”) to create a privacy policy concerning the Social 

s that it possess or obtains. 

rity Number Privacy Policy will protect the confidentiality of all Social Security 
ed by Livingston County.  It will also provide methods to ensure the 
f Social Security numbers, prohibit their unlawful disclosure, limit access to and 
sal of documents that include them, and establish penalties for violations of the 

This Privacy Policy sets forth the County’s policies and procedures regarding how 
umbers are obtained, stored, transferred, used, disclosed and disposed.     

MENT: 
ty will protect the confidentiality of Social Security numbers obtained in the 

of county business from employees, vendors, contractors, customers or others.  No 
wingly obtain, store, transfer, use, disclose or dispose of a Social Security number 
obtains or possess except in accordance with the Act and this Privacy Policy.   
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er personal information such as independent contractors and/or third party 
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• Applicants may be required to provide a Social Security number for purposes of a
employment background check. 
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other materials or documents designed for public display.  Documents, materials or computer 
screens that display all or more than four sequential digits of a Social Security number shall be
kept out of public view at all times. 
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ential digits of a Social Security number shall not be used or transmitted 

ailed Documents:

All or more than four sequ
on the Internet or on a computer system or network unless the connection is secure or the 
transmission is encrypted. 
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aining all or more than four sequential digits of a Social Security number 

ents 

reedom of Information Act:

County documents cont
shall only be sent in cases where state or federal law, rule, regulation, or court order or rule 
authorizes, permits or requires that a Social Security number appear in the document.  Docum
containing all or more than four sequential digits of a Social Security number that are sent through 
the mail shall not reveal the number through the envelope window or otherwise be visible from 
outside the envelope or package.   
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Storage: 
All documents containing Social Security numbers shall be stored in a physically secure manner.  

curity numbers shall not be stored on computers or other electronic devices that are not Social Se
secured against unauthorized access. 
 
Access to Social Security Numbers: 
Only personnel who have legitimate business reasons to know will have access to records 

The department heads having access to records containing 
ve a 

containing Social Security numbers.  
Social Security numbers shall determine which other personnel within their departments ha
legitimate reason in the County’s ordinary course of business to have access to such Social 
Security numbers.  Personnel using records containing Social Security numbers must take 
appropriate steps to secure such records when not in immediate use.   
 
Disposal: 
Documents containing Social Security numbers will be retained in accordance with the 

ts of state and federal laws.  At such time as documents containing Social Security 
cts the 
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ity Numbers:

requiremen
numbers may be disposed of, such disposal shall be accomplished in a manner that prote
confidentiality of the Social Security numbers, such as shredding or burning.  Records awaiting
disposal will be kept in a secured area, such as a locked file cabinet.  Records containing Social 
Security numbers or confidential information should not be retained beyond their destruction dat
(unless a Freedom of Information Act (FOIA) request has been received for a particular record o
the County’s legal counsel directs otherwise.)   
 
Unauthorized Use or Disclosure of Social Secur  

he County shall take reasonable measures to enforce this Privacy Policy and to correct and 
yees, who knowingly obtains, uses 

 this 
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T
prevent the reoccurrence of any known violations.  Any emplo
or discloses Social Security numbers for unlawful purposes or contrary to the requirements of
Privacy Policy shall be subject to discipline up to and including discharge.  Additionally, certain 
violations of the Act carry criminal and/or civil sanctions.  The County will cooperate with 
appropriate law enforcement or administrative agencies in the apprehension and prosecution of 
any person who knowingly obtains uses or discloses Social Security numbers through the Co
for unlawful purposes.   
 
Training: 
Training of all officials, employees, volunteers, student interns, independent contractors and other 

o might come in contact with Social Security numbers so that they understand that they 

urity Number Privacy Policy 
se) of Social Security numbers. 
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ained to never leave a computer terminal unattended when Social Security 
umbers are visible onscreen. 
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must comply with the: 

• Michigan Social Security Number Privacy Act 
• The County’s Social Sec
• Procedures and training regarding the use (or nonu

party company is used for anything that involves Social Security numbers (payroll,
m

• Ensure they are aware of the County’s Social Security Number Privacy Policy 
• Prohibit them f

federal law 
• Monitor the third party’s use of and safeguards for Social Security Numbers. 

an esources will conduct regular privacy audits to monitor the County’s complia
th
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Employees will be trained regarding Social Security numbers and their exemption from Freedom
of Information Act (FOIA) disc

 
losure.  Michigan law prohibits disclosure of a Social Security 

umber, and Social Security numbers are specifically exempt from FOIA disclosure.  When 

ed” 

Freedom of Information Act (FOIA) request will be trained to know how they 
ould get the request to the proper person (FOIA coordinator and his/her designee) who can 

 

• Promptly notify the individuals potentially affected; 
ce carrier; and 

osed and prevent 

 
Livi t ll 
documen t contain Social Security Numbers to confidential locations when they 
are not at their workstations.   

ials where anyone else can see them, and take steps to adequately 
rotect them by storing them in confidential locations that cannot be accessed by anyone not 

 erasing and then physically destroying) before discarding the files, 
atabases or the computer equipment.  Information Technology will limit the number of people 

n
records that are subject to disclosure under the FOIA contain Social Security numbers, all Social 
Security numbers must be “redacted” (covered prior to copying or viewing; “blacked” or “whit
out on copies). 
 
All officials, employees, volunteers, student interns, independent contracts and other person who 
might receive a 
sh
determine FOIA compliance AND ensure that Social Security numbers are not disclosed. 

If Social Security numbers are improperly disclosed: 
• Promptly consult the County’s legal counsel for specific guidance; 

• Promptly notify the County’s liability insuran
• Take steps to determine how the Social Security numbers were discl

future disclosures. 

ngs on County endorses a “clean desk” policy that requires all County personnel to return a
ts and materials tha

 
Employees are not encouraged to take materials containing Social Security numbers away from 
their office.  Never leave mater
p
authorized to see them.   
 
Information Technology (IT) staff will render Social Security numbers in electronic files and 
databases irretrievable (by
d
capable of doing this.   
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